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Forewords

Dr. Kurt Holler

We need to fundamentally change the healthcare system in Europe, especially how we use data in
health. This applies not only to the primary use of data, for the patient and the doctor, but also to sec-
ondary use, particularly for training algorithms, conducting research, making informed government
decisions, and developing targeted products and devices. It is important to work cross-border and in-
teroperably, so that citizens can access their data abroad and datasets can be used not only locally but
also on a European level. This cross-border data use is crucial for achieving comprehensive and effi-
cient healthcare solutions that benefit from a wide range of data sources and diverse patient infor-
mation.

In a long process concluded in April 2024, the European Commission, Parliament, and Member States
created a framework with the European Health Data Space, which aims to enable a seamless flow of
health data across Europe, fostering innovation and improving public health outcomes. In Germany,
this regulation is supported through the implementation of the Health Data Usage Act (Gesund-
heitsdatennutzungsgesetz, GDNG), which sets national standards for data sharing and utilization in
the healthcare sector. Now, the focus is on the practical implementation at the local level, ensuring
that healthcare providers and institutions, researchers, and patients can effectively collaborate and
utilize these data resources to enhance healthcare delivery and improve patient outcomes. Achieving
this goal in the best possible manner, it is important to note that as new developments arise the
GDNG will require further legal updates to maintain its effectiveness and relevance.

The EHDS will impact everyone's lives, as well as our economic future. Therefore, this joint event on
April 29" with Amgen, Siemens Healthineers, Medical Valley, and EIT Health was not only highly rele-
vant but also extraordinarily insightful, especially due to the involvement of parliament and ministry
representatives. Perspectives from healthcare providers, patient organisations, and industry comple-
mented these insights.

With this report of the workshop conclusions, we will show how relevant the EHDS is for better health
in Europe. In addition, we will outline the importance of positive communication and tangible pilots
for broad acceptance, especially in Germany. These efforts will involve significant resources and in-
vestment, but they promise substantial benefits for the future of healthcare.

Dr. Kurt Holler,
Managing Director,
EIT Health Germany-Switzerland
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Anna Goldsworthy

Germany's fragmented health data infrastructure has been hindering efficient data exchange and inno-
vation, and therefore the current introduction of many new legislations, initiatives and products to
counteract this situation is of great importance.

Particularly at the Bavarian level, healthcare providers, technology companies and research institutions
are joining forces to enable the infrastructure for efficient data exchange. For most activities, aligning
with the European Health Data Space (EHDS) initiative is key to making significant strides in enhancing
digital health infrastructure and data interoperability. Looking ahead, the EHDS aims to create a seam-
less, interoperable health data ecosystem across Europe, improving patient care and accelerating med-
ical research. This fosters and supports all activities within Bavaria and offers a great potential to lever-
age our position as a digital health leader.

Within this context and beyond, initiatives like TEAM-X also play a crucial role. TEAM-X focuses on fos-
tering collaboration among key stakeholders, including healthcare providers, technology companies,
and academic institutions, to develop innovative solutions for health data management. It's set up in
the framework of Gaia-X that aims to establish a secure and transparent digital ecosystem where data
can be shared across borders in a compliant and efficient manner. Further, the developments of TEAM-
X lead the way for a practical implementation of the EHDS on a national level. By supporting these
initiatives, Germany can address the fragmentation of its health data infrastructure and pave the way
for a more integrated and efficient healthcare system. These efforts not only enhance data interopera-
bility but also ensure that patient privacy and data security are maintained, ultimately leading to better
health outcomes and more rapid medical advancements.

Anna Goldsworthy,
CEO,
Medical Valley EMN e.V.
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Stefanie Polat

We all aspire the European Health Data Space (EHDS) become a catalyst for groundbreaking health
innovations and a milestone for patients across the EU. If we succeed, the EHDS will be recognized as a
tool for enhancing healthcare access, driving the digitalization of healthcare delivery throughout Eu-
rope, and empowering citizens and patients. Imagine a connected and interoperable EHDS revolution-
izing healthcare innovation in the EU. To unlock this potential, we need a harmonized and clear regula-
tory environment across all EU member states, with straightforward and feasible requirements, espe-
cially regarding product compliance, the secondary use of health data for research and innovation, and
the protection of intellectual property and trade secrets.

Looking ahead, digitalization and data/Al-supported applications have the power not only to revolution-
ize healthcare delivery but also to save costs, address the shortage of healthcare professionals, and,
most importantly, enable more precise, individualized, and targeted diagnoses, treatments, and pre-
vention. Precision diagnostics will be the key to ensuring that each patient receives the right treatment
at the right time. To reach the goal of personalized and precise individual healthcare, we must ensure
the availability of high-quality, structured health data and provide equal access to data pools for both
the research-based industry and academic researchers. By building on existing interoperability efforts
and developed standards, we can foster collaborations between the public and private sectors, driving
data-driven innovations in healthcare in the EU, Germany, and Bavaria for the benefit of all patients —
because, ultimately, data saves lives.

Stefanie Polat,

Senior Vice President, Head of Strategy & Customer Engagement Europe, Middle
East & Africa,

Siemens Healthineers

Dieses Werk ist copyrightgeschitzt und darf in keiner Form vervielfaltigt werden noch an Dritte weitergegeben werden.
Es gilt nur fir den personlichen Gebrauch.



Dr. Georg Mlinzenrieder

After the successful conclusion of the trilogue negotiations at EU level on March 15, 2024, we now have
a future-oriented legal framework for the use of health data (primary and secondary use) in Europe.
From the point of view of the Free State of Bavaria, this is an important success. The EHDS is now the
basis for better care, more research and more innovation in the EU. Everyone involved will benefit from
this: patients, service providers, research institutions, research industry and the healthcare industry
alike. When implementing the EHDS, the acceptance of the legal framework by all those involved will
be a decisive prerequisite for its success. What we all have to be clear about is that digital innovations
can only unfold their benefits if society accepts them. But this is not a sure-fire success: the key to
success is communication and the imparting of digital competence. This applies first and foremost to
the patients, whom we want to win over as self-determined users and data donors for the project. But
it also applies to service providers and the research community.

The decisive factor is that the introduction of the EHDS will enable better healthcare for European citi-
zens. At the same time, patient sovereignty will be strengthened: citizens will have electronic access to
their complete health data. They can pass on their data to healthcare professionals - but they do not
have to. They can add information, correct errors, restrict access and receive information about how
their data is used. It goes without saying that data sovereignty will be guaranteed for users. In Germany,
the opt-out ePA can therefore come into effect as planned and patients can remain masters of their
data. The Bavarian State Ministry of Health, Care and Prevention has also been working towards this for

a long time.

Dr. Georg Minzenrieder,

Head of Department - Fundamental Issues of Digital Transformation & New Tech-
nologies,

Bavarian State Ministry of Health, Care and Prevention

Dieses Werk ist copyrightgeschitzt und darf in keiner Form vervielfaltigt werden noch an Dritte weitergegeben werden.
Es gilt nur fir den personlichen Gebrauch.



) RN Co-funded by the
eit ) Health European Union

*

Manfred Heinzer

The medicine of the future needs health data - for an innovative, sustainable and robust pharmaceutical
research location in Germany. After all, health data is the basis for the development of better medical
treatments. Digitalization offers enormous opportunities to efficiently collect, share and use health
data. It is already possible to make predictions about disease progression in some cases by collecting
and linking existing health data ("big data" method). Clinical studies could be accelerated through the
use of high-quality data, for example by using control groups consisting of data sets (digital twins) in-
stead of human probands.

In the last couple of years, Germany has initiated a remarkable race to catch up in the field of digital
health: The Health Data Use Act and the Digital Act are milestones that have taken the collection, shar-
ing and use of health data to a higher level. In Europe, the European Health Data Space opens up un-
precedented opportunities for data exchange within Europe. In the future, this will not only make the
research and development of medicines and healthcare more efficient, but also more patient- focused.

Now is the time to effectively put into practice the legislative starting signal for a "Zeitenwende" in
health data policy. We need high-quality and structured healthcare data - "data for action". On the one
hand, this requires improvements to the telematics infrastructure as a powerful tool for data exchange
and the establishment of a sustainable register landscape for data collection. On the other hand, prag-
matic guidelines and straightforward application channels are needed for the research data center. Fin-
land and the UK are shining examples from which we can learn.

In the pursuit of efficient and innovative ways of data usage, we as a research-based pharmaceutical
company can also make our contribution, e.g. by establishing dialog platforms such as "Think globally,
act locally". In this way, we bring together stakeholders from the various areas of the healthcare system
who are willing to act, with the aim of moving from talking to action. Together, we want to overcome
the existing challenges and take concrete measures step by step. Be it to establish the positive "Euro-
pean Health Data Space Mindset" among stakeholders in the healthcare sector or to point out necessary
investments in a robust health data infrastructure. One thing is clear: the ability to respond quickly to
new health challenges - pandemics and the consequences of demographic change - will depend to a
significant extent on the availability and quality of existing health data in the future.

Manfred Heinzer,
Vice President & General Manager,
Amgen GmbH
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Who is EIT Health?

EIT Health is one of nine Knowledge and Innovation Communities (KICs) of the European Institute of
Innovation and Technology (EIT), an EU body. EIT Health is an Institutionalised Partnership under Hori-
zon Europe’s Pillar Il — Innovative Europe. Established in 2015 to tackle the societal challenges of
‘health, demographic change and well-being” within the EU, its mission is to help overcome the well-
known EU paradox whereby state-of-the-art education, excellent research and a dynamic industry are
challenged to turn breakthrough ideas into new transformative products and services.

Within the EIT Health network, over 130 partner organisations and institutions from academia, busi-
ness, research and health care delivery collaborate across disciplines, borders and sectors to reinforce
excellence, create knowledge and innovation and encourage greater investment in innovation that de-
livers the outcomes that matter to citizens and patients. As a result, EIT Health represents a unique
match between a sustainable innovation ecosystem model gathering and leveraging different partners
and funding sources, and a change agent with extensive capacity to generate real-world data for evi-
dence-based policymaking and the transformation of health care.

The EIT Health Think Tank

The EIT Health Think Tank is EIT Health’s thought leadership forum. It brings health care leaders to-
gether to prepare the ground for life-changing innovation and to identify the next opportunity for a
step-change in how health care is delivered. Research participants collaborate across disciplines and
borders to explore and assess the most pressing topics impacting health and the uptake and adoption
of innovation. This allows for continual assessments of the environmental needs of EIT Health’s portfolio
of projects and programmes. To facilitate this dialogue and its findings, EIT Health drives a range of
activities to generate knowledge and insight, including research, expert Round Tables and interviews,
publications, and dissemination of key information.

Previous EIT Health Think Tank projects have focused on determining how to overcome the barriers to,
and capitalise on the opportunities of, the adoption of innovation and new technologies in health care,
including the harmonisation of digital medical devices, use of Big Data, future-proofing Europe’s digital
health innovation pathway, the role artificial intelligence (Al) can play in health care workforce and
organisational transformation, and the impact of the new Medical Device Regulation (MDR). In 2021,
the EIT Health Think Tank produced a report entitled “Learning from health data use cases: Real-world
challenges and enablers to the creation of the EHDS” that served as an initial step towards EIT Health’s
focus on the EHDS regulation, producing an overview of challenges in roles, regulations, and policies
and practices. The latest EIT Health Think Tank report focuses on digital medical devices and explores
pathways to regulatory harmonisation across Europe.
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Introduction

Digitalisation in healthcare: Germany on its way to implementa-
tion

Health datais a crucial driver of innovation and progress in medical research, diagnostics and treatment.
The European Health Data Space (EHDS') and the German Health Data Use Act (GDNG?) provide a legal
framework for the collection, sharing and use of health data. The current focus is on successful local
implementation.

Key stakeholders from medical research and practice, industry and entrepreneurship, state and federal
government, patient advocacy and data security convened in Erlangen on April 29th, 2024, at the invi-
tation of EIT Health Germany-Switzerland, Amgen Germany, Medical Valley EMN e.V. and Siemens
Healthineers. The goal was to discuss the current state of healthcare digitization in Bavaria and Ger-
many, to identify concrete solutions for further advancement, to talk about the next to do’s of certain
stakeholders and also share insights about what is already working well in order to make the German
healthcare- and hospital systems more digital as well as sustainable, moderated by Marina Leonie Mos-
kvina.

This report summarizes the results of the event and provides an overview of the current status and
opportunities for constructive development. Improvements across all areas — technical infrastructure,
financial and human resources, education, and communication — are needed to overcome existing hur-
dles and accelerate successful implementation.

'Think globally, act locally' continues the expert dialogue on healthcare digitization in Germany, initiated
in autumn 2022. Initial findings from a German-Swiss Roundtable were published by EIT Health Ger-
many-Switzerland in 2023.3 Additionally, a Europe-wide report on the implementation status of the
EHDS was published by EIT Health e.V. in 2024.*
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Speaker
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Dr. Kurt Holler
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Dr. med. Stefan Kropff
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Bernhard Seidenath, MdL

Nick Schneider

Dr. Georg Miinzenrieder

Birgit Bauer

Dr. med. Eimo Martens

Dr. Thomas Poeppe
Anna Wierzchowski
Dr. Anne Sophie Geier
Markus C. Miiller

Workshop Captains

Dr. Johannes von Biiren
Oliver Ullrich

Dr. Yoni Goldwasser
Christian Hieronimi
Sebastian Hilke

Joerg Traub

Birgit Bauer
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From discussion to action

1. General assessment

Satisfaction with the legal situation

The legal basis has been created, and now the focus turns to implementation

First steps towards creating a functioning European Health Data Space were laid with the Council con-
clusions on COVID-19 lessons learned in health® during the German EU Presidency in 2020 and a first
draft presented by the European Commission in May 2022. Although the final ratification is still pending,
a political agreement on the legal act was reached in March 2024. In April 2024, the German Parliament
already adopted the Health Data Use Act (GDNG), paving the way towards the implementation of the
EHDS in Germany. Representatives of the Federal Ministry (Nick Schneider) and the Bavarian State Min-
istry (Dr. Georg Minzenrieder) expressed their satisfaction with this development. They emphasized
that with regard to Article 1 of the General Data Protection Regulation (GDPR) the rights of the individ-
ual should be protected without unnecessarily restricting the free movement of personal data. As Nick
Schneider stated in their joint opening keynote, “We must approach the GDPR in an enabling manner.
It's important to understand that the regulation is not just about data protection; it’s about protecting
people while making use of data.” To derive greater benefits from health data for research, diagnosis,
and treatment, progress in implementation is crucial. All players in the healthcare system are called
upon to contribute to this effort.

The legal framework requires continuous adaptation and further development. The Health Data Use
Act (GDNG) was established alongside developments at the European level (EHDS) to prepare the Ger-
man health care system at an early stage for changes introduced by the EHDS. Trust and ongoing ex-
change between federal and state levels, as well as between practice and legislation, are essential for
continued improvement.

While some voices have warned of over-regulation, those involved agreed in principle that all stake-
holders in the health sector must now work together to overcome the challenges of implementing legal
principles and support implementation through effective communication. "We have enough laws; we
are slowly losing track. We need to get all players on board and build trust, then something will come
of it," said Anna Wierzchowski, a lawyer from Wellster Health Group, summarizing the current situation.

11
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We're moving beyond bulky file folders to seamlessly access to data across EU borders.
EHDS is a game-changer, though full implementation will take time.

Nick Schneider, German Federal Ministry of Health

Obstacles to further development

Barriers to further development are well known

The major obstacles to collecting and using health data are well known. These include technical, finan-
cial, and personnel-related issues, such as poor system interoperability, in consequence insufficient re-
sources for medical staff to transfer data from healthcare provider-based documentation systems to
electronic patient records (ePA), and a general lack of knowledge and information, leading to reserva-
tions about handling health data. Effective change management that involves everyone would help to
ensure the acceptance of digitization and to overcome the still prevalent practice of analogue data
exchange, as noted by Dr. med. Eimo Martens from the university hospital Rechts der Isar at the Tech-
nical University of Munich.

Some recent changes, such as the transition from an opt-in solution to an opt-out solution for electronic
data transfers to and from the electronic patient record, have been viewed positively. However, com-
pared to the progress made by some European countries (such as Sweden, Denmark, Spain, and Portu-
gal) and non-European countries (such as Israel), Germany still lags in many aspects. This is partly due
to the complexity and decentralized structure of the German healthcare system, as well as the ongoing
focus on the risks associated with digital developments. Advocates for healthcare digitization argue that
the greatest risk is failing to exploit health data, thereby preventing its positive use for primary patient
care and secondary use for research and economic development.

12
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Potential for improvement and positive communication

Information, training and success stories must accompany implementation

The discussants highlighted several compelling arguments for the benefits of utilizing health data: it
improves medical care across Europe and across borders, helps bridge increasing supply bottlenecks in
a rapidly growing and aging population, and opens up new opportunities for research, making it an
important economic factor for Germany.

Health data and Al-based solutions are already being used extensively in various areas. The flagship
projects from Bavaria include digiOnko®, which focuses on the prevention, early detection, therapy, and
relapse prevention of breast cancer, and Digi Med Bayern’, which contributes to P4 medicine (predic-
tive, preventive, personalized, participatory). Stefanie Polat from Siemens Healthineers discussed the
possibilities that arise in precision medicine with data twins and Al-based auto-contouring solutions in
radiation therapy, although these developments often rely on American data sets.

Despite these advantages, they are not yet well-known enough to silence critics and convince sceptics.
"If there is a small system error, the whole system is called into question," noted Dr. Thomas Poeppe of
AOK Bayern. Blockages are removed and change processes work when all actors are informed, sup-
ported, and included. Therefore, significant investment in effective communication and training is nec-
essary, as emphasised by Bernhard Seidenath, Chairman of the Committee on Health, Care and Preven-
tion in the Bavarian State Parliament. Without this, developments like the electronic patient record risk
causing more resentment than support. Key elements for progress include building health data skills
among medical personnel, caregivers, and patients, and relying on expert advice rather than stirring up
fears in the field of data protection. Clear communication about positive examples and successes is
essential, not only from political decision-makers, but also from successful practice, to make the con-
crete improvements visible.

In thematic workshop groups with diverse expertise, individual aspects of the potential for improve-
ment were examined in more detail. Specific results from the four areas of discussion - innovation and
entrepreneurship, industry, patient perspective, and data protection and security - are summarised be-
low.

Significant investment in effective communication and training is necessary to ensure that all
stakeholders are fully informed, engaged, and equipped to handle new processes.

7

41

Bernhard Seidenath, Bavarian State Parliament
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2. Innovation and entrepreneurship in digital health

Germany is an attractive marketplace for ideas

Germany offers several advantages for international entrepreneurs

Germany, as Europe's largest healthcare market alongside France, is an attractive location for startups
in digital health. The nascent state of healthcare digitization provides ample opportunities for innova-
tion and new business models. Entrepreneurs appreciate Germany’s stable and predictable legal frame-
work, the availability of highly trained specialists from its universities, and access to research funding.
Additionally, factors that affect the quality of life, such as a good work-life balance, further enhance
Germany’s appeal.

Wish list for improvement

Better data access, supportive policies, and a startup-friendly climate

Entrepreneurs have several concrete suggestions for enhancing Germany as a hub for innovators. They
observe challenges such as lack of interoperability and the associated difficulties in accessing large data
sets, which hinder the digitization of the healthcare system in Germany. More solidarity in data sharing
based on an awareness of its advantages, an improved data architecture, and more startup-friendly
public tenders are other items on interested entrepreneurs' wish list.

Soft factors also play a role: international stakeholders would like to see greater openness and a 'hunger
for innovation' in Germany. Finally, as a small but important detail that can open or close doors for
foreign innovators and entrepreneurs, the English language was mentioned. The structure of the event
itself was characteristic of the language barriers encountered: while this workshop was held in English,
the rest of the event was conducted in German.

14
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Recommendations

e Standardized contracts for easier and faster data access

e Coordination and cooperation between federal states to avoid duplication and enhance com-
petition

e More collaboration, including (government-supported) innovation hubs, e. g. in rural areas

e Attracting talent and investment through broad collaboration, never by individual players hub

3. Health data as a booster for industry

On the way to becoming a 'Research Nation', again

Germany as a business location continues to strive for even greater progress

Health data is crucial for developing more effective and tailored products in the healthcare sector. It
not only advances healthcare but is also a key economic driver. Access to high-quality data is also a
decisive factor for economic development. As in the area of startups and entrepreneurial innovations
in biotech, medtech and digital health, there is also considerable room for improvement when it comes
to making health data usable for industry and thus for Germany as a business location. According to a
study that examined access to health data as a location factor for companies in the field of biotechnol-
ogy, medical technology and digital health, access is "not possible or only insufficiently possible" in Ger-
many.®

Prior to the adoption of the GDNG, the difficulty of accessing health data compared to other countries
was a hindrance and cost factor, and thus a decisive competitive disadvantage for German companies.
The conclusion of industry today is therefore often to buy data from other regions of the world rather
than work with German data. According to companies, this data is more structured and access is more
predictable and therefore more cost-effective. However, this has the disadvantage that algorithms are
trained with data that does not accurately reflect the reality of healthcare in Germany and potentially
harming patients in Germany. There is also a risk that industry will relocate to regions with better data
access, thus making Germany even less attractive as a location for innovation and business, instead of
catching up internationally. Thus, the GDNG introduced the option to grant access to health data for
specified purposes in the public interest in accordance with national law, including research and devel-
opment, especially the training of Al algorithms used in the health sector.
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Improvements are needed to fully exploit the benefits of health
data

Addressing hurdles to data sharing

The workshop identified several issues that industry currently sees as limiting access to high-quality
data. Overregulation and excessive caution in assessing the legal situation are cited as obstacles that
currently impede data sharing. The quality of the available data also plays a role. If data is not collected
and processed in a uniform manner, its use for research purposes is severely limited. Different stand-
ards and parameters for data collection, coupled with a variety of data providers, make it difficult to
aggregate and evaluate health data for research purposes.

In contrast to the more centralized, state-controlled health systems in other European countries, Ger-
many’s healthcare system is decentralized and used by numerous health insurance companies and pro-
viders. Although a lot of patient data is available digitally, sharing and exchange is blocked by the fact
that the respective systems cannot communicate directly with each other and use different data for-
mats. As a result, digital data such as patient files are often analogized again, i.e. printed out, filed, and
passed on manually instead of being communicated digitally.

Agreement on uniform data standards and easier access to data are suggested as necessary solutions.
At the same time, improved cooperation is also needed on the part of patients and doctors, who ulti-
mately must give their consent to the use of data and feed the data into the system in an appropriate
quality and uniformity. Some even suggest that data protection concerns are sometimes used as a pro-
tective claim to postpone investments in infrastructure, changes to processes, and employee training.
Good data collection is expensive. Reducing the costs of data access and providing appropriate re-
sources for transforming business operations are essential steps forward.

Streamlining processes and responsibilities to be conducive to use

Lengthy processes make data use difficult

There are also obstacles in terms of regulating data use. The processes for enabling data use in Germany
are still lengthy (6-9 months) and comparatively complicated, and contract negotiations are complex.
Data requests frequently need to be submitted completely anew, even if they involve related data sets
and the responsible authorities have already signalled openness and given their consent.

In this regard, Germany should "make a leap of faith and learn from abroad," as Dr. med. Stefan Kropff

of Amgen GmbH emphasized. The United States in particular, but also countries such as Israel, Denmark,
Finland, and Great Britain, have models that Germany should learn from for its future development.
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Recommendations:

e (Create model contract clauses and templates for data usage and develop data protection
guidelines to avoid reassessing each individual case

e  More standardization in data anonymization processes

e Implement a central point for the allocation of usage rights and complete a 'data map' show-
ing available data

e [Enable data usage for multiple studies simultaneously

e  financial support for high-quality data collection

01—

Citizens / Patients

Healthcare
(outpatient and
inpatient)

-

03

Research and
Development
(Al training)

05

Coverage and Policy
Decisions

I

04

Clinical Evidence
(guidelines, health technology assessment)

Figure 1: Data integrity — from collection to reimbursement

(adapted from Lennerz, Schneider & Lauterbach, 2024°)
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4. Digitalisation from the patient’s perspective

Barriers hindering data sharing

Many patients have reservations about sharing their health data

In Germany, the unwillingness of many patients to share their health data is causing difficulties for the
overall project of 'digitalization of the healthcare system'. While private data is published and distrib-
uted relatively freely, for instance in areas like sports, lifestyle, and wellness (including via social media),
many people still have considerable reservations about health data, even in protected environments.
This scepticism is fuelled by regular negative headlines and loud criticism, while serious information
sharing, education, and skills development lag behind.

During the discussion, three key barriers that currently prevent patients from sharing their health data
were identified:

e [ack of knowledge: Consumers have insufficient knowledge about which data is shared and
how, and what happens to the data. Many do not even realize that a lot of private data from
the area of sports or wellness is de facto health data that is readily shared with profit-oriented
companies. There is insufficient knowledge about data security and the risks of conventional,
analogue data processing, as well as the disadvantages of refusing to share and use data.

e No tangible added value: Improved treatment decisions based on data are often understand-
able advantages for seriously ill patients and those with chronic diseases, but very abstract for
the broad mass of the population who currently enjoy good health. There is a lack of under-
standing that shared health data benefits other people and therefore ultimately everyone, and
not just increases the profits of the healthcare sector.

e Fears and loss of control: Questions such as “What happens to my data? Can | revoke a data
sharing consent? What will the pharmaceutical industry do with my data?” often remain un-
answered or are associated with negative ideas.
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Requirements for patients to provide their health data

Building trust through communication

For each of the three barriers, several approaches were identified that could help increase patients'
willingness to share their health data. The lack of knowledge and resulting fears can be addressed with
information and awareness campaigns. Overall, more educational work is needed, including educated
and experienced 'ambassadors' who share positive examples from their own experiences. Various in-
centives could be created to increase the immediate added value of data sharing for patients. Aware-
ness of the longer-term benefits, such as better treatment methods, can also be achieved through ed-
ucation, public relations, and effective storytelling.

The question was also raised as to who is best placed to communicate this information. Since there are
major reservations in relation to politicians, health insurance companies, and industry, doctors as the
primary sources of trust, along with NGOs and organisations such as patient representatives, are the
most promising messengers of information and educational work. In this context, as Birgit Bauer from
'Data Saves Lives' in particular repeatedly emphasised, it is important not only to talk about patients
and citizens, but above all to talk to them. Participatory formats such as public hackathons or public
days at conferences or trade fairs and communication materials prepared by experts for laypeople in a
targeted group-oriented manner and in understandable language are important tools.

It is important to talk not just about patients and citizens, but with patients and citizens.
Knowledge, information exchange and last, but not least, participation are the foundation of
trust and are crucial for decisions to be understood and accepted.

Birgit Bauer, Data Saves Lives Germany

Recommendations:

e Improve and raise awareness about data security and the insecurity of traditional data storage
systems

e  Participatory formats and improved education and communication tailored to target groups

e (Create incentive and reward systems for short-term added value and make long-term added
value visible

e Train medical and care staff as trusted partners in implementation
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5. Data protection and patient safety viewed realisti-
cally

Perception and focus on risks to data protection and patient
safety predominate in communication

Germany’s traditional scepticism about data protection

When considering the topic of data protection and patient safety, the focus in the public discourse in
Germany traditionally is on the risks rather than on opportunities and possibilities. Difficulties and set-
backs in the development of the digital health system are immediately used as an opportunity to redi-
rect communication and thus public perception to the risks. This was the case, for example, with the
introduction of the electronic patient record (ePA), where the video authentication system was suc-
cessfully hacked by the Chaos Computer Club (CCC), albeit in a 'friendly' way, to reveal security gaps.

To balance this discourse, the voices that emphasize the opportunities of digitalization must be
strengthened. It is important to argue and explain things precisely. For example, the difference between
data protection - i.e. the legal question of the conditions under which personal data may be collected,
stored, and shared - and data security, i.e. the necessary technical measures to prevent unauthorized
access to the data or misuse of data. Data security experts also pointed out in the discussion that a
professional assessment is important when assessing the risk of data security, because centrally man-
aged systems in particular need specific technical and organisational measures to avoid that attackers
get access to large amounts of sensitive data at once.

It is also important in a discourse on data protection and patient safety to take different perspectives
into account when evaluating, communicating, and developing approaches for further development,
because the advantages and disadvantages are not equally distributed among all groups. The current
(political) communication strategy is perceived as not sufficient to reach or convince all actors equally.
It makes sense to talk about weaknesses and risks to encourage improvements, but the discussion is
currently dominated by a few loud critics without listening to the patients profiting from better care. It
would be more important to create awareness of the negative consequences if data is not shared and
is therefore not available for patient care or for further developments in (especially healthcare related)
research.
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Priorities for implementation

Distinction between technical and legal solutions

Beyond the general perception, there are also concrete hurdles related to data protection and data
security that stand in the way of further development. A distinction must be made between legal as-
pects, especially liability issues, and the technical dimension. Currently, liability questions are still de-
bated. There are fears that doctors could be fully liable if data is intercepted or manipulated when being
transferred to the ePA, even if all systems and processes comply with the valid specifications. It is also
unclear what obligations doctors have when consulting well managed ePAs before treatment. Here
electronic patient records could profit from technological developments, e. g. the use of large language
models to extract relevant data from PDF files. Currently, patients are still urged not to blindly rely on
the available data, but to actively exchange information with the treating doctors.

Inadequacies in the technical infrastructure also diminish the acceptance of digital solutions. This con-
cerns the ease of filling and compatibility of technical systems for data exchange. Currently, there is no
universal ePA system, but rather different storage systems that are managed by different statutory
health insurance companies. The current legal situation allows a doctor to be sanctioned for not using
interoperable systems. In contrast, however, the manufacturer and provider of software cannot be reg-
ulated in this regard. There are currently no incentives for business actors to substantially improve the
situation. For example, providers of technical systems have no added value or market advantage from
making their systems compatible and thus increasing the interoperability of the systems, because if
data migration were easy, users could more easily switch to another provider. With the adoption of the
Digital Act (DigiG) and the establishment of the Coordination Office for Interoperability in the
Healthcare Sector (KOS), however, some important steps have been made in this area.

As long as the technical systems do not facilitate data sharing and ideally make it more straightforward,
it will be difficult to overcome the still prevalent practice of analogue data transmission by fax and pa-
per-based data exchange. The fact that analogue processes also represent questionable solutions in
terms of security (e.g. when files are open and visible to everyone on counters of medical practices) is
oftenignored. Although there are financial incentives or support for doctors to fill out electronic patient
records, these are so low that many doctors shy away from the work involved and do not invest in new
systems or the time which is needed to fill in the data. Trust in an improved technical infrastructure for
the ePA that offers more security than the previous one, as well as interoperability of the systems,
would encourage users to use them consistently.
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Recommendations:

e  Clarify liability and create incentives, including liability relief for doctors during the transition
period

e Improve the technical infrastructure to ensure efficient data sharing and use

e Develop positive, consistent, target group-oriented communication to educate and inform

e  Focus less on risks and more on the opportunities and positive experiences of digital health

6. Case studies on digital health and care applications
(DiGA and DiPA)

Two perspectives from the German implementation reality

Progress and obstacles to innovation

Germany has created a pioneering achievement in the European context: digital health applications
(DiGA) and digital care applications (DiPA). These are officially recognized digital health and care appli-
cations that can be prescribed by doctors and psychotherapists in Germany and whose costs can be
covered by statutory health insurance companies. So far only one other country, France, has imple-
mented similar applications.

There are official directories for the registration of applications in both the health and care sectors.
While the managing director of the umbrella association for digital health care (SVGDV), Dr. Anne So-
phie Geier, reported on an increasing number of officially registered digital health applications and ac-
tivation codes for patients, the situation on the digital platform with solutions for caregivers is much
more difficult, according to Markus C. Muller - board member of the SVDGV. Not a single application
has been approved there yet.

This discrepancy has been attributed to the stringent requirements in place for proving the benefits of
care applications. In contrast to the medical sector, there are significantly fewer measurement instru-
ments available, and studies that prove the connection between symptoms, interventions, and benefits
are much more difficult to produce in the complex care situation. Unlike with digital health applications,
there is not yet the option of a one-year trial period for the care applications. Proof of use must be fully
provided at the moment of approval, which means that the risk lies entirely with the manufacturer of
the application.

22

Dieses Werk ist copyrightgeschitzt und darf in keiner Form vervielfaltigt werden noch an Dritte weitergegeben werden.
Es gilt nur fir den personlichen Gebrauch.



The way forward

Acceleration of processes and relaxation of requirements

The demand for digital therapy solutions is growing. With the improved options provided by approved
apps and browser products, medical staff can be supported and relieved. However, further improve-
ments are needed for the positive trend to continue. Patients turn away from digital solutions if access
to them is not made more user-friendly, e.g. by reducing the long waiting times for the application to
be activated by health insurance companies. At the same time, some service providers in the healthcare
sector are still hesitant to use digital products because they see them as competition to their own work.
According to Markus C. Mller, the approval of digital products by the Federal Institute for Drugs and
Medical Devices (BfArM) is still too slow and limited, particularly in the care sector: "In care, it is not a
matter of life or death, but of whether the situation will improve. And currently the situation in the care
sector is so catastrophic that it can hardly get any worse."

Recommendations:

e Approval of hybrid application models in healthcare to reduce the reservations of service pro-
viders and expand their treatment toolboxes

e  Rethink exclusion criteria and high admission requirements, especially in the care sector

e  More agile methods for assessing and approving software solutions

e Introduce a one-year trial period for care applications
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Conclusion of the event

Germany has laid a solid foundation in many respects, especially regarding the legal framework. This is
continually being adapted and developed to support the collection, sharing, and use of health data
within Germany, as well as in Europe and beyond. However, participants agreed that compared to other
countries there is still a lot of catching up to do when it comes to the concrete implementation of the
creation of a digitalized health system.

There is also a high degree of agreement regarding the analysis of current hurdles and necessary im-
provements. Key areas needing development are access to and the quality of structured health data,
interoperability of systems, technical skills, and financial and human resources. Numerous solutions
were identified in specialist discussions, and concrete strategies for improvement were formulated.

A central role in these efforts is assigned to communication and transparent information sharing. All
actors — from policy makers to researchers, industry professionals, data protection experts, practition-
ers, and patient representatives — are called upon to further reduce reservations and fears, thereby
achieving progress.

The aim of the event series "Think globally, act locally" is to provide a platform to highlight positive
examples, exchange information and solutions, articulate and channel wishes, and provide support.
Partners willing to act should be brought together to gain momentum for constructive further develop-
ment. This approach aims not to ignore existing resistance, but to integrate it sensibly.

Disclaimer

1. All displayed participants gave their consent to recording, storing, processing, and publishing
photographs, video- and audio recordings, or any other analogue or digital reproductions or any
other media of the participants, in all EIT Health publications and communication media, for any
lawful purpose related to any activities of EIT Health, in accordance with the EIT Health Privacy
Policy.

2. Conflict of interest: There is no conflict of interest. EIT Health listens and respects all the opinions
expressed during this roundtable session.
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